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1. Introduction

This User guide applies to the application I.CA SecureStore, Version 7.1.2 and higher. The specified
versions have the same function and identical user interface.

2. Card access data

STARCOS 3.0

Smart card access is PIN-protected as is with payment cards, for example. PIN is a number of 4-8 digits.
PIN will be automatically disabled if a wrong PIN is entered three times in a row. The user needs PUK to
have his PIN re-enabled. PUK is a number of 4-8 digits. Entering a wrong PUK 5 times in a row will disable
the PUK and thus also the smart card.

STARCOS 3.5

Smart card access is PIN-protected as is with payment cards, for example. PIN is a number of 6-8 digits.
PIN will be automatically disabled if a wrong PIN is entered three times in a row. PUK is a number of 6—8
digits. Entering a wrong PUK 5 times in a row will disable the PUK and thus also the smart card. Re-
enabling PIN using PUK is limited to 6 attempts.

STARCOS 3.7

Smart card access is PIN-protected as is with payment cards, for example. PIN is a number of 6-8 digits.
PIN will be automatically disabled if a wrong PIN is entered three times in a row. PUK is a number of 8
digits. Entering a wrong PUK 5 times in a row will disable the PUK and thus also the smart card. Re-
enabling PIN using PUK is limited to 10 attempts.

The card’s segment named Secure Personal Storage is designed for storing any kind of data. This segment
is protected with a special PIN, a secure storage PIN. Use the PUK referred to in the previous paragraph to
re-enable the secure storage PIN. The secure storage PIN is a number of 6-8 digits.

2.1 Card initialization

Card initialization means setting a PIN and a PUK. If the user has received the PIN envelope, the card has
been initialized already and the PIN and the PUK are enclosed in the envelope. If the PIN envelope has not
been received, setting PIN and PUK is required in the first use of the card. The card initialization dialogue
is displayed automatically, usually in launching the application with a new smart card for the first time.
Please make sure you remember your PIN and PUK
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3. Main screen

Fig. 1 — Main screen

(9 SECURE ‘ Settings ‘Diagnostics

2. personal certificate detail

Eﬂ Personal certificates CREATE CERTIFICATE ~ CERTIFICATE KEY PAIR
REQUEST IMPORT IMPORT KEY REMOVAL WIZARD
Partner certificates
. R . certificate type | standard certificate
g Certificate authority certificates
X issued for | CN=Tomas Kout
Personal repository c=cz
O=Prvni certifikatni autorita, as.
Protected personal repository GN=Tomas
SN=Kout
ﬁ Card information organizationldentifier=NTRCZ-26439395
issuer | CN=I.CA Public CA/RSA 06/2022
[@F Tomas Kout, 22.04.2024 O=Prvni certifikafni autorita, a.s.

organizationldentifier=NTRCZ-26439395

SC Tomas Kout c=cz

&F QC Tomas Kout validity | from 22.04.2024 8:00:33 to 22.04.2025 8:00:33

Q% SC key pair serial number | 3202F5 (hex)

R, QCkey pair 3277557 (dec)

[@F Tomas Kout, 24.10.2023
DETAIL EXPORT DELETE MARK AS INITIAL REGISTER TO WINDOWS

Select a personal certificate, a key pair or a container

- - I CERTIFICATION
= AUTHORITY

The main screen is divided into two parts. The left part of the screen displays a list of objects stored on
the smart card. The right part of the screen displays the individual details of the object on the smart card.
The top bar shows the following options — see Fig. 2.

3.1Switching between application languages
Click the pertinent flag in the right bottom corner to switch to a different language.

Fig. 2 — switching the language

all W I CERTIFIGATION

= = AUTHORITY

Fig. 3 — Main bar

(9 SECURE Settings Diagnostics

3.2 Version of the I.CA SecureStore

Click to display the application’s version.

(J) SECURE
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Fig. 4 — Application version

About application

Application name  1.CA SecureStore
Version 7.1.2

Icons designed by Freepik (www.flaticon.com)

Copyright Prvni certifikaéni autorita, a.s. 2014 - 2024

3.3 Settings
Use the Settings option to:
1) Adjust the keypad for entering PIN

Fig. 5 — PIN Keypad

Settings
PIN PIN CACHE LOG UPDATE OTHER
PIN

virtual keyboard for entering PIN

<K

random placement of buttons on the virtual keyboard

large buttons on the virtual keyboard

CANCEL

By default, the application is set to "Random button placement on

virtual keyboard for PIN".

The user then enters the PIN on the virtual keyboard with the mouse cursor.
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Fig. 6 - Keyboard for PIN entry.

PIN dialog X
To process this operation, it is necessary to
enter PIN
PIN:

6 7 3
8 5 4
2 1 0
9 S
Ok Cancel

The PIN keypad can be set to "Virtual PIN keypad", where the user can then

enters the PIN on the numeric keypad.

Fig. 7 - PIN entry keypad

PIN dialog *

To process this operation, it is necessary to enter PIN
PIM:

Ok Cancel
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2) PIN CACHE - the time the PIN is stored in memory, by default the value is set to 0.

Fig. 8 - PIN memorization settings

Settings
PIN PIN CACHE LOG UPDATE OTHER

PIN CACHE

PIN validity period (in minutes)

other ‘U— -+ eSign 0 -1t
remember PIN option (checked / unchecked)

other eSign

confirm use of saved PIN

other eSign

CANCEL

a) PIN storage time (in minutes) - setting the PIN storage time

b) The option to remember the PIN (selected/not selected) - the user can select a time period, for
which the user wants to remember the PIN, the setting is separately for:
a. Other - encryption and authentication keys
b. eSign - signature keys

Note: The maximum time to remember the PIN for signature keys in eSign is 30 min, for encryption keys
there is no time limit. Furthermore, the application allows PIN memorization in relation to the application
process.

c) Confirm the use of the stored PIN - a function that allows you to activate the confirmation dialog
that appears when the PIN is memorized and a key signature is created on the smart card. In this
case, the user will be prompted whether he/she agrees to the use of the key and the creation of
the signature

d) Fig. 9 - Confirmation dialogue

SecureStore

Do you want to allow the application to use the PIN key for a qualified signature?

Ano Ne
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3) Enable logging - enable application logging, for possible analysis of technical problem when using the
smart card and the application. The application records the so-called audit log, when the latest audit log
will be recorded in the audit log as part of the smart card operations. Security-sensitive operations
performed, such as key deletion, key generation, etc.

The user can change the path to the saved log file using the button

Fig. 10 — Log
Settings
PIN PIN CACHE LOG UPDATE OTHER
LOG
enable logging \/

path to the log  |?rogramData/I.CA SecureStore/SecureStore.log

Open file location Clear log View log

CANCEL

4) Updates - the settings can be used to enable/disable online updating of the application. If a new version
is released, the user is informed about the new version whenever the application is launched.
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Fig. 11 - Application update settings

Settings
PIN PIN CACHE LOG UPDATE OTHER
UPDATE
enable program updates \/

CANCEL

3.4 Diagnostic Tools

I.CA SecureStore includes diagnostic tools to check the status of the CSP providers (cryptographic service
providers) registered in MS Windows.

Fig. 12 — Diagnostic Tools

(9 SECURE ‘ Settings Diagnostics

2. personal certificate detail

&=d Personal certificates CREATECERTIFICATE  CERTIFICATE KEY PAIR
REQUEST IMPORT IMPORT KEYREMOVAL WIZARD
Partner certificates
. . . certificate type | standard certificate
g Certificate authority certificates
) issued for | CN=Tomas Kout
Personal repository -
O=Prvni certifikacni autorita, as.
Protected personal repository GN=Tomas
SN=Kout
i Card information organizationldentifier=NTRCZ-26439395
issuer | CN=I.CA Public CA/RSA 06/2022
[@r Tomas Kout, 22.04.2024 O=Prvni certifikatni autorita, a.s.
organizationldentifier=NTRCZ-26439395
SC Tomas Kout =z
&} QC Tomas Kout validity | from 22.04.2024 8:00:33 to 22.04.2025 8:00:33
R 5C kEy pair serial number | 3202F5 (hex)
, QC key pair 3277557 (dec)
[@F Tomas Kout, 24.10.2023
DETAIL | EXPORT DELETE MARK AS INITIAL REGISTER TO WINDOWS

- Ececo

ey pair or a container

= AUTHORITY
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3.5 Selecting smart card reader

If the user has more than one smart card reader connected to the PC, the "Select smart card readers"
window even after the application is started.

Fig. 13 - Selecting a smart card reader

Choose card reader

Alcor Micro USB Smart Card Reader 0
9203080300001862

INGENICO iHC Smart Card Terminal 1
9203090300000672

INGENICO iHC Smart Card Terminal 0

Cancel

If the user has only one smart card reader connected to the PC, the window is not displayed.

3.6 Toolbar

In the toolbar, see Fig. 14, the options change according to the selected object in the left part of the screen.

Fig. 14 — Toolbar

(9 SECURE Settings Diagnostics

2. card information

@ Personal certificates RELOAD CARD CHOOSECARD ~ CHANGE  SHOW AUDIT CHECK
DATA READER PIN LoG INTEGRITY

Partner certificates

g Certificate a thor'ty certificates reader | INGENICO iHC Smart Card Terminal 1
ITl u I Im

. card number | 9203090300000672
Personal repository

card holder

Protected personal repository

) - company | OPERATOR ICARA
[£J Cardinformation

issued by | 06/12/2021

card type | ICAStarcos3.7

version of the card application | 1.7

® free card capacity | 100160B

empty containers | information is not available

m

Active card details

 ~ I CERTIFICATION

= AUTHORITY

10
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3.7 Changing PIN

The tool bar example shows the options valid for the Card Information object.
Choose Reload Card Data to reload data from the smart card. F5 has the same function.

Choose Change PIN to change PIN to your card. The change PIN dialogue will ask you to enter your current
PIN once and the new PIN twice.

Fig. 15 — Changing PIN

PIN change

Current PIN

new PIN

new PIN again

CANCEL

a) Starcos 3.0 and 3.5 — The Change PIN option allows you to change the PIN provided, if the value of

the original PIN is known. The Unblock PIN option allows a new PIN value to be set if the user blocks
the PIN. A PUK is required to unblock the new PIN setting.
Unblocking a PIN using a PUK is limited to 5 attempts.

b) Starcos 3.7 — The Change PIN option allows you to change the PIN provided, if the value of the
original PIN is known. The Unblock PIN option allows a new PIN value to be set if the user blocks
the PIN. A PUK is required to unblock the new PIN setting. By entering the PUK, the user activates
3 new attempts to enter the correct PIN.

PIN unblocking with PUK is limited to 10 attempts.

11
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4. Display key pair information

The user can find information about the key pair in the "Personal certificates" object.

Fig. 16 - Displaying key pair information

(J SECURE Settings Diagnostics

2. key pair detail

Personal certificates CREATE CERTIFICATE CERTIFICATE KEY PAIR

REQUEST IMPORT IMPORT KEY REMOVAL WIZARD

Partner certificates

Certificate authority certificates

Personal repository

corresponding certificate | SC Tomas Kout

Protected personal reposito
P P y container name | Objekt 24/10/2023 14:32:24

e wet )&

Card |nf0rmat|0 n container creation date | 24.10.2023 143238

(@ Tomas Kout, 24.10.2023 Key Origin | The key was generated in the smart card

—— [2=) 5C Tomas Kout
Key Purpose | Exchange key

— Q@, SC key pair
[iF OPRA Tomas Kout, 03.04.2024

keytype | RSA (2048 bits)

—— [+ QC OPRA Tomas Kout
—— [&=) SC OPRA Tomas Kout

— Q\ QC key pair

About applicatior %

ON

CERTIFICATION
Il AUTHORITY

The storage stores one key pair for the certificate and two key pairs for Twins certificates.

The public/private key generation time is the exact time the key has been generated on the card or
imported in the card.

The "Key origin" entry shows how the key was created on the card.
The "Key purpose" item indicates whether the key is an encryption or signature key.
The "Key type" is also shown, in the example it is a key for the RSA algorithm with a length of 2048 bits.

A key pair can be removed from the card using the "Remove" button.

12
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4.1 Deleting a public key

The user finds the option in the "Personal Certificates" object, selects the desired public key and uses the
"Delete" button to perform the deletion.

Fig. 17 - Deleting a public key

(J SECURE Settings Diagnostics

2. personal certificate detail

(=8 Personal certificates CREATE CERTIFICATE  CERTIFICATE KEY PAIR
REQUEST MPORT PORT KEY REMOVAL WIZARD
Partner certificates
. . . certificatetype | standard certificate
g Certificate authority certificates
. issued for | CN=Tomas Kout

Personal repository -z

O=Prvni certifikacni autorita, a.s.
Protected personal repository GN=Tomas

SN=Kout
[ﬁ Card information organizationldentifier=NTRCZ-26439395

issuer | CN=l.CA Public CA/RSA 06/2022

A Tomas Kout, 22.04.2024 O=Prvni certifikaéni autorita, a.s.
organizationldentifier=NTRCZ-26439395
- SC Tomas Kout =z
(3 QC Tomas Kout validity | from 22.04.2024 8:00:33 to 22.04.2025 8:00:33

Q, sCey pair serial number | 3202F5 (hex)
Q\ QC key pair 3277557 (dec)

[@r Tomas Kout, 24.10.2023

25 sC Tomas Kout

DETAIL EXPORT DELETE MARK AS INITIAL REGISTER TO WINDOWS

@ @ ooy

Select a personal certificate, a key pair or a container

= AUTHORITY

13
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4.2 Removing the container

The user finds the option in the "Personal Certificates" object, selects the desired container and uses the
"delete container" button to delete it.

Fig. 18 - Removing a container

(9 SECURE ‘ Settings ‘Diagnostics‘

2. container detail

(&8 Personal certificates CREATE CERTIFICATE  CERTIFICATE KEY PAIR
REQUEST IMPORT IMPORT KEY REMOVAL WIZARD
Partner certificates
g Certificate authority certificates
Personal repository
Protected personal repository
= i )
= Card information container name | TwinsSD 22/04/2024 07:58:05
Eli Tomas Kout, 22.04.2024 container creation date | 22.04.2024 7:58:47
[2=] sC Tomas Kout
@ QC Tomas Kout
Q\ SC key pair
Q\ QC key pair

[F Tomas Kout, 24.10.2023

= sc Tomas Kout

= . -~ o
Select a personal certificate, a key pair or a container ;

CERTIFICATION
I- AUTHORITY

If the user deletes the container, this session is irreversible and can no longer be signed/decrypted by the
certificate!!!

14
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4.3 Deleting a container using the key removal wizard

The user finds the option in the "Personal Certificates" object, selects the desired key pair and runs the

"Key Removal Wizard" function.

1 QC Toméas Kout

Fig. 19 — Key removal wizard

The key removal wizard is divided into 3 tabs based on the type and length of the key. In this example, the
key type is an RSA key with a length of 2048 bits.

(J SECURE Settings Diagnostics

2. key pair detail

@ Personal certificates CREATE CERTIFICATE ~ CERTIFICATE KEYPAIR
_ REQUEST IMPORT IMPORT KEYREMOVAL WIZARD
Partner certificates
g Certificate authority certificates
Personal repository
corresponding certificate | QC Tomas Kout
Protected personal reposito
p p I'y container name | TwinsQD 22/04/2024 07:58:05
=‘| . .
= Card information container creation date | 22.04.2024 7:58:28
[@r Tomas Kout, 22.04.2024 Key Origin | The key was generated in the smart card
E3 sCTomas Kout Key Purpose | Key for qualified electronic signature
C Tomas Kout
& QcTomss Kou keytype | RSA (2048 bits)
R, 5C key pair
- R, QC key pair

(@ Tomas Kout, 24.10.2023

*=) sC Tomas Kout
Q™

I s AUTHORITY

15
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Fig. 20 - Key and certificate removal wizard

Key and certificate removal wizard

RSA 2048  RSA 4096 ECC

smart card reader

card number

Free for QC RSA 2048

container name

creation date

certificate for

serial number

validity period

certificate status

container name

creation date

certificate for

serial number

validity period

certificate status

INGENICO iHC Smart Card Terminal 1

9203090300000672

0

TwinsQD 22/04/2024 07:58:05
22.04.2024 7:58:28
Tomas Kout

BBAEA4 (hex)
12299540 (dec)

from 22.04.2024 8:00:27 to 22.04.2025 8:00:27

valid

Objekt 24/10/2023 14:32:24
24.10.2023 143238
Tomas Kout

3109A2 (hex)
3213730 (dec)

from 24.10.2023 14:34:01 to 23.10.2024 14:34:01

valid

Key for qualified
electronic signature

Remove container

Remove container

Delete certificate

STORNO

The "Remove container" option is the same as in the previous section 4.2.

If the user deletes the container, this session is irreversible and the certificate can no longer be

signed/decrypted!!!

The "Delete certificate" option is only enabled for commercial certificates and is used to remove only the

public key asin 4.1

After clicking on the "Delete" option, the user is prompted to enter the PIN, after entering the PIN the

marked certificate/container will be deleted.

Fig. 21 - Entering the PIN to remove the certificate/container

Enter PIN

QCPIN

CANCEL



AUTHORITY

5. Certificates
5.1 Displaying the certificate

The user can find the certificate display in the "Personal certificates" object, where he selects the desired
certificate to display. The detail of the certificate is displayed in the right screen of the application in the
"Personal certificate detail".

Fig. 22 - Displaying the certificate

(9 SECURE Settings Diagnostics

2. personal certificate detail

Eﬂ Personal certificates CREATE CERTIFICATE  CERTIFICATE KEY PAIR
REQUEST IMPORT IMPORT KEY REMOVAL WIZARD
Partner certificates
. R . certificate type | standard certificate
g Certificate authority certificates
. issued for | CN=Tomas Kout
Personal repository c-cz
O=Prvni certifikatni autorita, as.
Protected personal repository GN=Tomas
SN=Kout
i Card irlfOl’matiOl"l organizationldentifier=NTRCZ-26439395
issuer | CMN=1.CA Public CA/RSA 06/2022
r-J 43 2024 O=Prvni certifikacni autorita, a.s.

organizationldentifier=NTRCZ-26439395

SC Tomas Kout c=cz

(24 QCTomas Kout validity | from 22.04.2024 8:00:33 to 22.04.2025 8:00:33

Q" sC kE‘y pair serial number | 3202F5 (hex)

X, OC key pair 3277557 (dec)

[@r Tomas Kout, 24.10.2023
&) sC Tom4E Kout DETAIL EXPORT DELETE MARK AS INITIAL REGISTER TO WINDOWS

-~ I CERTIFIGATION
= AUTHORITY

Select a personal certificate, a key pair or a container

5.2 Working with a personal certificate

Options for working with the certificate stored on the card are available in the toolbar at the bottom of the
application.

The user finds the option in the "Personal certificates" object and selects the required certificate for the
operation using the toolbar.

17
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Fig. 23 - Options for working with a personal certificate in the toolbar

(9 SECURE Settings

Diagnostics

2. personal certificate detail

Personal certificates

Partner certificates

CREATE CERTIFICATE
REQUEST

CERTIFICATE

KEY PAIR

IMPORT KEY REMOVAL WIZARD

IMPORT

Certificate authority certificates

certificate type

standard certificate

Personal repository

Protected personal repository

08 wet [ @

Card information

issued for

CN=Tomas Kout

=z

O=Prvni certifikacni autorita, a.s.
GN=Toma3

SN=Kout
organizationldentifier=NTRCZ-26439395

v

Tomas Kout, 22.04.2024
SC Tomas Kout
=4 QCTomas Kout
Q\ SC key pair
Q‘ QC key pair

[ Tomas Kout, 24.10.2023

[*=] sC Tomas Kout

Select a personal certificate, a key pair or a container

issuer

CN=1.CA Public CA/RSA 06/2022

O=Prvni certifikacni autorita, a.s.
organizationldentifier=NTRCZ-26439395
=z

validity

from 22.04.2024 8:00:33 to 22.04.2025 8:00:33

serial number

3202F5 (hex)
3277557 (dec)

DETAIL EXPORT

DELETE

MARK AS INITIAL REGISTER TO WINDOWS

an

I CERTIFICATION
= AUTHORITY

The options for importing a certificate to a smart card are available by clicking on the "Personal certificates"

object.

Fig. 24 - Options for importing a certificate

(J SECURE Settings

Personal certificates

Partner certificates

Diagnostics

CREATE CERTIFICATE
REQUEST

CERTIFICATE

2. personal certificate detail

KEY PAIR

IMPORT KEY REMOVAL WIZARD

IMPORT

Certificate authority certificates

certificate type

standard certificate

Personal repository

Protected personal repository

Card information

issued for

CN=Tomas Kout

=z

O=Prvni certifikaCni autorita, a.s.
GN=Toma3

SN=Kout
organizationldentifier=NTRCZ-26439395

[@r Tomas Kout, 22.04.2024
SC Tomas Kout
@ QC Tomas Kout
\ SC key pair
Q\ QC key pair

[@r Tomas Kout, 24.10.2023

25 sC Tomas Kout

issuer

CN=I.CA Public CA/RSA 06/2022
O=Prvni certifikaCni autorita, a.s.
organizationldentifier=NTRCZ-26439395
=z

validity

from 22.04.2024 8:00:33 to 22.04.2025 8:00:33

serial number

3202F5 (hex)
3277557 (dec)

DETAIL | EXPORT

DELETE

MARKAS INITIAL |  REGISTER TO WINDOWS

S

ATIFICATION
Il AUTHORITY

18
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The personal certificate is imported in the storage where the corresponding key pair is saved.
Communication partner’s certificates can be imported as partner certificates.

Displaying the certificate’s bare data is an option for experts to make a visual check of the certificate’s data.

5.3. Using CA Root Certificate

A new card contains the required certification authority root certificates, which are saved in “Certification
Authority Certificates”.

A certificate can only be imported as a CA certificate if it is a certificate of a permitted CA for the given
smart card. Certificates of other CAs and new CA certificates issued can be imported as .cmf files. The I.CA
certificates as .cmf files can be downloaded from https://www.ica.cz/Rootcertificate

Fig. 25 — Importing a Certification Authority Certificate

(P SECURE ‘ Settings ‘Diagnostics

2. CA certificate detail

@ Personal certificates CERTIEICATE
IMPORT
Partner certificates
¥ Certificate authority certificates ﬂ certficatetyps: | qualfiedcentiicate
i issued for | CN=I.CA Test EU Qualified CA-SK/RSA 10/2022
Personal reposntory O=Prvni certifika¢ni autorita, s.r.o.
) organizationldentifier=NTRSK-54869099
Protected personal repository P
Card information issuer | CN=I.CATest Root CA/RSA 04/2022
O=Prvni certifikacni autorita, a.s.
organizationldentifier=NTRCZ-26439395
8 I.CA Test EU Qualified CA-SK/RSA 10/2022 I c=cz
g I.CA Test EU Qualified CA2/RSA 04/2022 o
validity | from 04.10.2022 14:21:02 to 01.10.2032 14:21:02

g I.CA Test EU Qualified CA1/RSA 04/2022

serial number | 0SFSES36 (hex)
g 1.CA Test Qualified CA/RSA 11/2015 100001078 (dec)
g 1.CA Test Public CA/RSA 04/2022 keytype | RSA (4096 bits)
g I.CA Test Public CA/RSA 11/2015

DETAIL EXPORT | ADD TO TRUSTED DELETE

g I.CA Test Qualified 2 CA/RSA 02/2016

CERTIFICATION

Select a certificate of a certification authority * I. AUTHORITY

Root certificates are used to verify the trustworthiness of personal certificates. To work with certificates,
root certificates need to be registered in Windows so that Windows can verify the trustworthiness of
certificates used for signing or encryption.

If the user is using an older version of Windows and |.CA root certificates are not part of Windows, register
the root certificate from the smart card. Use the “Add to Trusted” option to register, see Figure 26.
Registering the root certificate to Windows requires user consent, then the root certificate is registered to
MS Windows as a trusted root certificate.

19



AUTHORITY

Figure 26 - Registering a certification authority certificate to Windows

(9 SECURE Settings Diagnostics

2. CA certificate detail

@¥ Personal certificates CERTIFICATE
IMPORT
Partner certificates
W Certificate authority certificates certificate type | qualiied certficate
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CERTIFICATION
Il AUTHORITY

Select a certificate of a certification authority

5.4. Registering Personal Certificate in Windows

Most applications require that the personal certificate with which the user wants to work be registered in
Windows.

Use “Register in Windows” to register each certificate separately.
This option will register the personal certificate from the smart card in the personal Windows storage.

Go to “Personal Certificates” and select the certificate to be registered.
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Fig. 27 — Registering personal certificate in Windows
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6.  Personal Repository

Fig. 28 — Personal Repository

(J) SECURE ‘ Settings ‘Diagnostics

1. choose object

(=) Personal certificates
FILE IMPORT

Partner certificates

Certificate authority certificates

Personal repository

[;] Protected personal repository

Bl {f=Th

Card information

No object selected

file in the pe e ;™

CERTIFICATION
In AUTHORITY

The user can store small files (a few kB) in the "Personal repository" or "Protected personal repository"
section of the tab. Text as well as binary files can be saved to the tab.
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Reading and exporting secure storage files are protected with the secure storage PIN, see Chapter 2.

Fig. 29 - Importing a file into personal repository

(9 SECURE ‘ Settings ‘Diagnostics‘

1. choose object

=% Personal certificates -

Partner certificates

Certificate authority certificates

Personal repository

Protected personal repository

D aWeE 0 &

Card information

No object selected

- -~ [

= AUTHORITY

The user can find the function in the "Personal Repository" object and in the details of the "File import"
object.

Figure 30 - Importing a file into a protected repository

(9 SECURE Settings ‘Diagnostics

1. choose object
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The user can find the function in the "Protected Personal Repository" object and in the detail of the "File
import"

Fig. 31 - Exporting a file from a personal repository

(J SECURE Settings Diagnostics

2. personal repaository file detail

Personal certificates
FILE IMPORT

Partner certificates

Certificate authority certificates

Personal repository

Protected personal repository

filename | filetxt

Wil R

Card information

creation date | 27.06.2024 13:29:44
E fileot
filelength | 4B
EXPORT DELETE

Select a file in the personal repository 3

CERTIFICATIO|
I- AUTHORIT!

The user can find the function in the "Personal Repository" object, after selecting the file to export in the
"Personal Repository File Detail", he will click the "Export" button.

In order to delete a file in the protected repository, a PIN is required.

7. Application control

The individual functions of the application are implemented using the toolbar. The toolbar is displayed by
clicking on the appropriate object on the left side of the application screen.

7.1 Toolbar for card information

The toolbar of the “Card information” object contains basic administrative operations with the card related
to PIN and PUK management and repeated loading of data from the card.
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Fig. 32 — Toolbar of the “Card information” object
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7.2 Toolbar for Personal certificates folder

Fig. 33 — Toolbar for the “Personal Certificates” object
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7.2.1 Create certificate request

The “Create certificate request” option will redirect the user to the I.CA website, where they select the
desired type of the certificate request to generate a key pair using the on-line generator.

Fig. 34 - Selecting the type of request for generating a key pair using the online generator

() SECURE Settings Diagnostics
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REQUEST IMPORT IMPORT KEY REMOVAL WIZARD
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SERTIFICATION
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After selecting the type of applicant and certificate request, the user will be redirected to the I.CA on-line
generator, where it is necessary to pass the system test (have the necessary components installed to run

the on-line generator).
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Fig. 35 - Selecting the type of certificate applicant
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Fig. 36 - Data entry — on-line generator

CONNECTED WITH TRUST

CREATE A QUALIFIED CERTIFICATE REQUEST

4_ Saving request 5_ Completion

Information about the applicant

Show other options >>

Degree (before name)

Degree (after name)

[Thomas | [Comer | [ Czech Republic v @
| test@ica.cz K] | test@ica.cz | @ | +420 || Phone number |

O insert optional identifier for individuals

Keytype [Rsa2048 v

Revocation password [1234 | @

Key Repository Type (C5F) ‘ Microsoft Smart Card Key Storage Provider

Certificate containing IC MLSA for communication with the public authorities Q

Certificate sent in the ZIP format

[ save the request to the card

Advanced Certificate Options >>

Copyright |.CA All Rights Reserved | Prvni certifikagni autorita, a.s. | Contacts | 09.20.00
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Fig. 37 - Data check — on-line generator

CONNECTED WITH TRUST

CREATE A QUALIFIED CERTIFICATE REQUEST

4, saving request 5. Completion

Information about the applicant

Full name | Thomas Corner

Firstname | Thomas

Surmame | Cormer

E-mzil in the certificate | test@ica.cz

Courtry | Czech Republic

Certificate setting

Type of the certificate | Qualified certificate

Type of applicant | Current user {individual - non-entrepreneurial)

Certificate containing IC MLSA for communication with the public authorities | Yes

Revocstion password | 1234

E-mil for contact with |.CA | test@ica.cz

Certificate zentin the ZIP format | Yes

Period of validiny | 365 days

Certificate signing slgorithm | phkos#1 w3

Fey Repozitory Types (C5P) | Microsoft Smart Card Key Storage Provider

Key type / Algorithm thumbnails / Key length | RSA f sha256Algorithm / 2048

lUzsge setting key | Non Repudiation / Digital Signature

Extended usages setting key | id-kp-emailProtection

Encoding type | UTFE_STRING

Generating key pairs and signing the request - on-line generator

If the user has more than one smart card connected to the PC, the user selects in the dialog box which key
pair should be generated. After selecting the smart card, the system prompts the user to enter the PIN.
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Fig. 38 - Generating a private key

Please wait, key generation and creation of the certificate
request.

Fig. 39 - Selecting a smart card reader
| Choose your card = O *
|~ Card list:
]| Reader name Card name Prowvider I
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BITAID miniLector-5 0 ICA Starcos 3.7 e5ign Microsoft Smart Card Key Stor...

INGEMICC iHC Smart Card Terminal 1 ICA Starcos 3.7 e5ign Microsoft Smart Card Key Stor...
E

OK Cancel

Fig. 40 - Entering the PIN to generate the key pair and signing the request

PIN dialog >
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Fig. 41 — Saving the request — on-line generator

CONNECTED WITH TRUST

CREATE A QUALIFIED CERTIFICATE REQUEST

A 2o S Lo S

Select how to save your certificate request

Save to the [.CA server
[J save on lacal disk ar external storage
Save to the I.CA server

To save the request on the I.CA server type the text shown on the picture and pressthe  The specified phone number will be sent the request identification
Cantinue button. Your reguest will be saved for 30 days. After saving the server will code via SMS, If you have completed the e-mail address to send the
appear identifier requests that you submit when you visit a registration authority. certificate identification code will also be sent to this e-mail.

420 Ph b
B NLEJM |C0pythelex1 from the image on the |+ | ‘ one number

P 000/012 e— )

Copyright I.CA All Rights Reserved | Prvni certifikaéni autorita, a.s. | Contacts | 09.20.00

Choosing a way to save a certificate request.

When choosing "Save to I.CA server", a six-digit numeric code of the saved request on the I.CA server will
be sent to the user's contact e-mail specified in the certificate request.

When "Save to local disk or external storage" is selected, a file with the generated request called
cert**** req is saved.
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Fig. 42 - Completion — on-line generator

b.ioTicasy CONNECTED WITH TRUST

@ CREATE A QUALIFIED CERTIFICATE REQUEST

Your request has been successfully stored on the |.CA server.

Identification code of your request is

!_EI“' [=]
944152 S

With this identification code visit selected registration authority which completes the

issuance of your certificate.

Copyright .CA All Rights Reserved | Prvni certifikaéni autorita, a.s. | Contacts | 09.20.00

With the six-digit numerical code for the request stored on the I.CA server or with the req. file on a portable
USB medium, the user then visits the registration authority, which can be searched for using the "Find
registration authority" button.
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7.2.2. Importing a personal certificate

This function allows you to import a personal certificate from disk to smart card. The certificate is imported
in cer./der. format. The user can find the function in the "Personal certificates" object.

Fig. 43 - Importing a personal certificate

(J SECURE ‘ Settings ‘Diagnostics
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O=Prvni certifikacni autorita, a.s.
[y Protected personal repository GN=Tomas

SN=Kout

la
Card information

organizationldentifier=NTRCZ-26439395
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The imported certificate is stored in the storage on the smart card that contains the keys to the certificate.

If there is no storage on the smart card containing the appropriate keys, the certificate will be stored in the
part of the card marked "Partner Certificates".

Fig. 44 - Selecting a certificate file to be imported to the card

@ Select a personal certificate to import *
& > v __ > Plocha » SecureStore v &) Prohledat: Secure Store pel
Uspofadat « MNova slozka =~ O o
> @ OneDrive - Personal Mazev . Datum zmény Typ Velikost
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B3 Videa »
b Stazené soubory »
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Oteviit |v Zrugit
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7.2.3 Importing a key pair from a backup (PKCS#8) and importing keys (PKCS#12)

This option imports the keys that were saved to disk during the process of generating the encryption
certificate request (PKCS#8) onto the smart card. The user can find the function in the "Personal
Certificates" object. In the same way, keys with a certificate that are stored in PKCS#12 format on disk can
be imported to the smart card.

Fig. 45 - Importing a key pair from a backup (PKCS#8) and a key pair (PKCS#12)
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7.2.4 Set the certificate as the default for logging into Windows

This option allows you to mark the selected certificate as the default for Windows login. The selected
certificate will be used when logging into Windows.

The user can find the function in the "Personal certificates" object, where he selects the certificate
intended for this function and confirms it with the "Mark as default" button.
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Fig. 46 - Mark certificate as default for Windows login
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8. Definitions

Certification authority — an independent trusted entity that issues certificates to clients. The certification
authority guarantees that the link between a client and his certificate is unique.

Registration authority — a contact workplace for communication with clients. The primary job of a
registration authority is to receive certificate applications and deliver certificates to clients. Registration
authorities verify certificate applicant's identity and whether applications match the documents submitted.
Registration authorities issue no certificates, they only submit certification applications to the I.CA central
office.

Cryptographic operations — operations using a key to encrypt and decrypt. Asymmetric cryptography is
used for the smart cards — encryption and decryption are done with a pair of keys and an electronic
signature is created and verified.

Electronic signature - electronic data attached to or logically linked with a data message that permits
verifying the signed person's signature in relation to the signed message.

Data for creating an electronic signature- unique data used by the signing person to create their electronic
signature (in the meaning of the Electronic Signature Act); it is the private key of the relevant asymmetric
cryptographic algorithm (RSA in this instance).
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Smart card - a device providing secure storage of the user's private key and allowing the user to create
electronic signature. The smart card contains private keys, client’s certificates and certification authority
certificates, and can also hold other data.

PIN and PUK — a means to protect access to the card, that is, writing on the card and using the private keys
saved on the card. These protective codes can be set in the card beforehand, with the user receiving the
codes in the PIN envelope, or it is the client who sets his PIN and PUK for his card.

PIN envelope — the letter a client may receive along with his card. A PIN envelope belongs to a specific card
and contains the card’s unique identification and PIN and PUK values. Some cards may be supplied without
a PIN envelope.

Repository — memory space on a medium, such as disk or smart card, where the key pair and the certificate
are saved. A single smart card may have as many as 8 different storage compartments at a time. The smart
card repository has its uniqgue name. SIGNATURE type storage does not permit creating key backups when
generating a certification request. Any certificate for which keys are backed up thus must be saved in OTHER
storage.

Certification request — is completed by filling a form with applicant data. The applicant's public key is
attached to the information filled in the request form and all this structure is signed with the applicant's
private key. Certification request is digital data that include all the data required for the certificate to be
issued

Certificate — proof of identity analogous to personal identity card, client uses his certificates to prove his
identity in electronic communication. The procedure for getting the certificate is very similar to that for
getting a personal identity card. I.CA provides these services through a network of points of contact —
registration authorities, which implement client's requests. A certificate is uniquely tied to a pair of keys,
which the user uses in electronic communication. The key pair consists of the public key and the private
key.

Public key - the public part of the user's key pair, it is intended for electronic signature authentication
and possibly for encryption.

Private key - the secret part of the user's key pair, it is used for creating an electronic signature and
possibly for decryption. Due to the use of a private key, the highest possible security must be
provided for it. For this reason, a smart card is used to store the key. The private key used for
decryption needs to be kept for the lifetime of the encrypted documents and messages. The user can
store this key on the card and it is recommended to keep it on a backup medium at the same time.

Certificate validity — every certificate is issued for a definite period of time (1 year). The term of validity is
specified in each certificate. The certificate used for electronic signature becomes useless after expiration.
The encrypting certificate has to be kept beyond the term of validity to decrypt earlier messages.

Commercial certificate — is issued to natural persons or legal entities and is suitable for regular use.
Commercial certificates are issued in the Standard version (the private key is stored in Windows) or the
Comfort version (the private key is stored in the smart card).
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Qualified certificate — is strictly subject to EU Regulation 910/2014 and designed solely for electronic
signatures. Creating, managing and using qualified certificates are governed by relevant certification
policies. Qualified certificates are issued in the Standard version (the private key is stored in Windows) or
the Comfort version (the private key is stored in the smart card).

Certification authority certificate — is used to verify the correctness and trustworthiness of client
certificates. By installing it on your PC, the user declares to the operating system his trust in such a
certificate authority. In practice, this means that if the user receives a message that is electronically signed
with a certificate issued by that particular certification authority, it is seen as trustworthy by the system. In
other cases, the message appears to be untrusted.

Windows login certificate - must contain specific information. Therefore, you cannot use any certificate to
log in to Windows. The I.CA registration authority will provide the correct certificate for logging in upon
request. The storage on the card containing the login certificate must be marked for authentication. Only
one storage on the card can be marked for authentication.

List of public I.CA (commercial) certificates - a list of certificates issued by I. CA, for which their
owners have agreed to make them public. This does not include "test" certificates and certificates for
which the owner has not agreed to disclose.

The list of public commercial and qualified I.CA certificates can be found here:

https://www.ica.cz/List-public-certificates

Certification authorities supported by the card - each smart card issued by I.CA has a defined list of
supported certification authorities whose certificates can be stored on the card.

Subsequent certificate - is issued to the client on the basis of an electronic request sent during the validity
of the initial certificate. A subsequent certificate is issued only if the client does not request to change the
items of the previous certificate. If it is requested, it is not a subsequent certificate, but another initial one.
When issuing a subsequent certificate before the expiry of the initial certificate, the presence of the client
at the I.CA registration authority is no longer necessary. The client simply sends an electronically signed
request for the issuance of a subsequent certificate in a standardized electronic form using a valid
certificate.
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Key usage

o

DigitalSignature (digital signature) - This flag (bit) is primarily set if the certificate is to be used in
connection with a digital signature, except for nonrepudiation, certificate signatures, and CA
invalidated certificate lists. Usage: this bit is currently to be set in cases where the user intends to
use his private key associated with the issued certificate for the creation of a digital signature in
general (e.g. when using the certificate in secure e-mail).

NonRepudiation - this flag is set if the public key (through digital signature verification) is to be
used to prove accountability for a particular action by the signer.

Usage: this bit is currently to be set especially in cases of qualified certificates where the user
intends to use his private key associated with the issued certificate to create an electronic
signature.

KeyEncipherment - this flag shall be set if the public key is to be used to transmit cryptographic
keys. Usage: this bit shall be set if the user intends to use the certificate for encryption purposes
within secure electronic mail. In MS Outlook, this bit must also be set if the user does not have
another certificate that can be used for encryption.

The PKCS#12 format of the RSA keys and the certificate can be stored in a single file in the so-called PKCS#12
format, which is defined by the PKCS#12 standard. In this format, it is possible, for example, to export the

RSA key certificate from Windows storage if private key export is enabled. The content of the file is

password protected. The file has the extension pfx or p12.
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